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Abstract: Today security is the most important 

criteria in everywhere like public places, private 

placed etc like providing security for many ways for 

many types. But proving the security for third party 

data users is the main aim. There are many types of 

security in cloud computing. Among those our 

proposed system is far better to provide two phase 

security for the data stored in the database. In the 

existing system otp is used for the data storage. In 

this paper, the proposed system implemented the 

dynamic password for the secure data. This will use 

encryption and decryption for the data stored.      

Key Words: Cloud computing, single cloud, multi-

clouds. 

INTRODUCTION 

 The other name for services available in  

internet is called Cloud computing. This includes 

large number of systems within the network such as 

internet [4]. The other synonym for cloud computing 

is distributed over the network, that means should 

have capability to hold the number of applicat ions 

run at a time. The aim of the cloud is to provide 

services to the users and deliver the services at 

demand time. Virtual machines in the cloud play the 

major role to store the data and process the data. 

SAAS, PAAS, IAAS are the services available in the 

cloud computing. Buyers can buy the service 

available in the cloud. In this paper, the main ly focus 

on providing security to the data storage. The cloud 

service providers offer many services to the users for 

access the services remotely through the internet. The 

important models of cloud computing services are 

known as platform as a service, software as a service 

and infrastructure as a service [3].     

Security in cloud computing: 

 Cloud computing becomes more popular in  

providing security to the data stored in the cloud 

servers. If any security issues occur the new proposed 

model have been introduced. Though there are 

number of effective and efficiency traditional 

securities are being reconsider as different 

deployment model of tradit ional architectures [8]. An 

alternative perspective on the subject of cloud 

security is that this can be however another, though 

quite broad, case of "applied security" which similar 

security principles that apply in shared multi-user 

mainframe security models apply with cloud 

security[9]. 

 Cloud computing offers many benefits, but 

is prone to threats. As cloud computing uses increase, 

it's doubtless that additional criminals realize new 

ways that to take advantage of system vulnerabilit ies. 

several underlying challenges and risks in cloud 

computing increase the threat of informat ion 

compromise. To mitigate the threat, cloud computing 

stakeholders ought to invest heavily in risk 

assessment to confirm that the system encrypts to 
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guard informat ion, establishes sure foundation to 

secure the platform and infrastructure, and builds 

higher assurance into auditing to strengthen 

compliance. Security issues should be addressed  to 

keep up trust in cloud computing technology. 

RELATED WORK 

 H. Abu-Libdeh [11] stated that The 

increasing popularity of cloud storage is leading 

organizations to consider moving data out of their 

own data centers and into the cloud. As it became 

very expensive to switch storage providers a case for 

applying RAID-like techniques used by disks and file  

systems, but at the cloud storage level reduce the cost 

of switching providers, and better tolerate provider 

outages or failures. So we introduce RACS, to 

overcome the drawbacks in the existing system.   

 G. Ateniese[10] stated that  introducing a 

model for provable data possession (PDP) that allows 

a client that has stored data at an untrusted server to 

verify that the server possesses the original data And 

there will be a drastic change in I/O costs So, they 

presented two provably-secure PDP schemes that are 

more efficient than previous solutions. 

  H. Abu-Libdeh stated that by introducing 

HAIL a distributed cryptographic system that permits 

a set of servers to prove to a client that a stored file is 

intact and retrievable. So, author introduced a strong, 

formal adversarial model for HAIL, and rigorous 

analysis and parameter choices to overcome the 

drawbacks in the esisting system. 

 C. Cachin in his paper stated that there is a 

problem of efficient distributed storage of 

informat ion in a message-passing environment where 

both less than one third of the servers, So to 

overcome these problem author introduced first 

implementation of non-skipping timestamps which 

provides optimal resilience and withstands Byzantine 

clients; it is based on threshold cryptography. 

 EXIS TING S YSTEM 

Migration of Clouds: 

 In this paper, to provide cloud security will 

all the encryption, decryption and OTP are 

implementing because of migration of clouds. Each 

technique is placed in each cloud to complete the 

process of storing secured data and retrieving the 

secured stored data the migration of cloud is very 

important and communication between the cloud is 

also very important. In cloud computing, any faults in  

software or hardware are known as Byzantine faults 

that usually relate to inappropriate behavior and 

intrusion tolerance. In addit ion, it  also includes 

arbitrary and crash faults. Much research has been 

dedicated to Byzantine fault tolerance (BFT) since its 

first introduction. Although BFT research has 

received a great deal of attention, it still suffers from 

the limitations of practical adoption and remains 

peripheral in distributed systems Multi-Clouds 

Model.                        

 This will exp lain the recent work that has 

been done in the area of multi-clouds. Present a 

virtual storage cloud system called Proposed 

architecture which consists of a combination of 

different clouds to build a cloud-of-clouds. The 

proposed system addresses the availability and the 

confidentiality of data in their storage system by 

using multi-cloud providers, combin ing By zantine 
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quorum system protocols, cryptographic secret 

sharing and erasure codes. 

 

Proposed Multi-Cloud Architecture  

 The Proposed architecture consists of four 

clouds and each cloud uses its own particular 

interface. The proposed algorithm exists in the 

clients’ machines as a software library to 

communicate with each cloud. These four clouds are 

storage clouds, so there are no codes to be executed. 

The proposed library permits reading and writing 

operations with the storage clouds. 

 

Figure (1). Proposed Multi-Cloud Architecture  

Proposed cloud Data model : As the proposed 

system deals with different cloud providers, the 

proposed library deals with different cloud interface 

providers and consequently, the data format is 

accepted by each cloud. The Proposed  data model 

consists of three abstraction levels: the conceptual 

data unit, a generic data unit, and the data unit 

implementation. 

Proposed System model : The Proposed  system 

model contains three parts: readers, writers, and four 

cloud storage providers, where readers and writers 

are the client’s tasks. Explain the difference between 

readers and writers fo r cloud storage. Readers  can fail 

arbitrarily (for example, they can fail by crashing, 

they can fail from time to time and then display any 

behavior) whereas, writers only fail by crashing. 

Cloud storage providers using proposed system 

model : The Byzantine protocols involve a set of 

storage clouds (n) where n = 3 f +1, and f is 

maximum number of clouds which could be faulty. In  

addition, any subset of (n – f) storage cloud creates 

byzantine quorum protocols. 

I. HYBRID S ECURITY PROTOCOL 

                Based on the issues identified storage cloud 

the proposed Secret Sharing is an algorithm in  

cryptography. It is a form of secret sharing, where a 

secret is divided into parts, giving each participant its 

own unique part, where some of the parts or all of 

them are needed in order to reconstruct the secret. 

 Counting on all participants to combine 

together the secret might be impractical, and 

therefore sometimes the threshold scheme is used 

where any k of the parts are sufficient to reconstruct 

the original secret. 

              When the problem occurs in the server then 

the data stored by the users should be safe or should 

be saved by the users. To overcome this we have 

identified the “one key click for all the user files”. If 

the user wants to download all the files from the 

server instead of using single file key fo r every file  

one key click for files are used. So this will reduce 
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the burden on cloud server. It is easy for user to 

download all the files.   

Mathematical definition: 

The goal is to divide secret S (e.g., a safe 

combination) into n pieces of data D1,……,Dn in such 

a way that: 

1. Knowledge of any k or more Di pieces 

makes S easily computable. 

2. Knowledge of any k-1 or fewer Di pieces 

leaves S completely undetermined (in the 

sense that all its possible values are equally 

likely). 

 This scheme is called \left(k,n\right) 

threshold scheme. If k=n then all part icipants are 

required to reconstruct the secret. 

Proposed secret-sharing scheme: 

 The essential idea of proposed secret sharing 

threshold scheme is that 2 points are sufficient to 

define a line, 3 points are sufficient to define a 

parabola, 4 points to define a cubic curve and so 

forth. That is, it takes k points to define a polynomial 

of degree k-1. 

Suppose we want to use a (k,n) threshold scheme to 

share our secret Swithout loss of generality assumed 

to be an element in a finite field F of size P where 0 < 

k ≤ n < P; S<P and P is a prime number.  

Choose at random  positive 

integers  with , and 

let . Build the 

polynomial 

. Let us construct any  points out of it, for instance 

set  to retrieve . Every  

participant is given a point (an integer input to the 

polynomial, and the corresponding integer output). 

Given any subset of  of these pairs, we can find the 

coefficients of the polynomial using interpolation. 

The secret is the constant term . 

 

One Time Password: 

 One Time Password (OTP) authentication is 

a method to reduce the potential for compromised 

user credentials. The concept behind OTP is that 

every session initiated by a user generates a unique 

user credential that is only valid for that session or 

for a very short period of time. Even if an attacker is 

capable of obtaining this user credential, it may either 

no longer be valid  or be prohib ited from additional 

use [12]. 

Security of one-time-password protocols: 

 The main security property that protocols 

employing one-time passwords should achieve is: 

strong mutual authentication based on knowledge of 

one-time passwords. Our work will address one-time 

passwords in the context of FAKE protocols, which 

provide an additional property: secure key exchange.  

 The motivation for using one-time 

passwords is that the compromise of one password 

should not affect the security of sessions involving 

another password. The one-time password serves to 

mutually authenticate the client and the server; there 

are no other long-term values like public keys or 

certificates. Authentication is  based on knowledge of 

http://en.wikipedia.org/wiki/Curve_fitting
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the shared password. Informally, a protocol will 

provide secure mutual authentication if no honest 

party A^ accepts a session as being with party B^ 

unless B^ participated in the protocol, and vice versa. 

We want a one-time-password protocol to give secure 

mutual authentication for the current session even if 

other one-time passwords have been revealed [12]. 

 In addition to mutually authenticating two 

parties to each other, we want a protocol that will 

also output a session key that can be used to encrypt 

and protect the integrity of future communicat ions 

between those two parties. This is a common feature 

required of many secure communication protocols. 

The traditional use of one-time passwords – sending 

the password over an SSL connection – is not 

compatible with our approach. Using SSL to 

establish an authentic channel requires that the user 

can obtain and properly use an authentic public key 

for the server. In other words, it requires a public key 

infrastructure, whereas one-time-PAKE only needs 

shared passwords. 

II. EXPERIMENTAL S ETUP 

 We describe above features of Shamir secret sharing 

schema for accessing services in individual 

modularity. In this achievement accessing services 

from other user present in network process 

environment data event generation. For doing this 

work efficiently in this paper we propose to develop 

an efficient application like software project 

management development in real time application 

using some specified technical languages present in 

the real time process management event generation. 

In this cross of cloud application, this is the event 

management process between each client present in 

the real time application of all the data sharing 

network process management applications. Due to 

this achievement in cloud computing informat ion 

sharing is the main aspect in commercial event 

management reorganization in data event 

management applications. To address this 

achievement in each client in software application 

development process for real time application 

development every client must satisfy the following 

conditions in commercial event management. In that 

we are maintain three d ifferent aspects for sharing 

data from one to client other client clients in network 

application environment.       

As discussed in the earlier version of semantic data 

representation. We have to develop Software Project 

management application for processing efficient 

services with different infrastructures. In this 

requirement specification we have to provide 

efficient service in real time application process 

between cloud storage system applications with other 

features present in the relative data assessment 

technique feature environment specification. These 

features are accessed relative data event management 

for accessing services in real time application 

development. 

III. PERFORMANCE RES ULTS 

As discussed in above section V, the overall 

informat ion gives efficient achievement between 

developed cloud environment specifications in 

software development application processing. In this 

paper we develop a specialized requirement of the all 

the relative client request. Each client registered with 

his login credentials like username and password 

specification with relative data management 
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specification from storage cloud and firm cloud with 

relative data management for accessing services from 

relative data management of each client present in the 

cloud environment specification. Storage cloud 

provide efficient services for registering with suitable 

credentials or not. If we register then achieve all the 

relative services in cloud environment, firm cloud 

give relative services to each client registered in 

cloud then take the assessment technique for 

accessing services in real time application 

development specifications. All the commercial 

cooperation between each data event progression 

then we provide security to client if all the relat ive 

services. Then each client achieves the relative data 

process between each cloud with suitable credential 

in event management for accessing services in cloud 

computing. Data storage cloud operations are 

accessed services in real time application 

management for accessing client services from firm 

cloud and assessment cloud operations with semantic 

data event management progression in real time 

cloud application with secret sharing client details in  

relative data management between client operations 

using the services of all the services in cloud 

computing operations between each client. 

 

Figure 2: Performance calculation of each client in 

cloud data sharing. 

As discussed in the above section i.e, section V,VI, 

there is relative data management with cloud sharing 

operations between cloud data storage and other 

cloud data storage with firm cloud. In that we are 

maintaining one time password for each client data 

processor in cloud computing. Our experimental 

results show efficient data processing in storage 

cloud and firm cloud processing with required 

results. 

IV. CONCLUS ION 

In this paper, the proposed system focuses on 

providing the secure database which will prevent 

from security risks that are facing by the cloud users.  

 

REFERENCES  

[1]. Cloud Computing Security: From Single to 

Multi-Clouds by Mohammed A. A lZain, Eric 

Pardede , Ben Soh , James A. Thom. 

[2].Shamir’s secret sharing from Wikipedia. 

[3]. Cloud computing from wimkipedia.  

[4]. Securing Virtual and Cloud Environments".By I. 

Ivanov et al.. 

[5]. Cloud Computing entry".By NetLingo. 

[6]. The NIST Definit ion of Cloud Computing".By  

National Institute of Standards and Technology.  

[7].Secure v irtualization: benefits, risks and 

constraints, by M Carroll, P Kotzé, A lta van der 

Merwe (2011). 



IJDCST @June-2016, Issue- V-4, I-4 , SW-19 
ISSN-2320-7884 (Online) 

ISSN-2321-0257 (Print) 
 

45 www.ijdcst.com 

 

 [8] "Addressing cloud computing security issues". 

By Zissis, Dimitrios; Lekkas (2010). 

[9]. Securing the Cloud: Cloud Computer Security 

Techniques and Tactics by Waltham. 

[10]. "Provable datapossession at untrusted stores", 

by G. Ateniese, R. Burns, R. Curtmola, J. Herring, 

L.Kissner, Z. Peterson and D. Song. 

[11]. "RACS: a case for cloud storagediversity",  

byH. Abu-Libdeh, L. Princehouse and 

H.Weatherspoon. 

[12]. One Time Password Authentication for Open 

High Performance Computing Environments  by 

Stephen Chan, Stephen Lau slau, Adrian Wong. 

 

 


